Nowadays, we experience an abundance of Internetof-Things (IoT) middleware solutions that provide connectivity for sensors and actuators to the Internet. To gain a widespread adoption, these middleware solutions, referred to as platforms, have to meet the expectations of different players in the IoT ecosystem, including device providers, application developers, and end-users, among others.
I. INTRODUCTION
T HE Internet of Things (IoT) paradigm foresees the development of our current environment towards new enriched spaces, such as smart cities, smart homes, smart grid, enhanced medical support and automated environmental pollution control [1] .
In recent years, an abundance of solutions has emerged to interconnect smart objects for systems with different scales and objectives. For instance, a lightweight platform can be deployed in one's home to orchestrate several connected objects, such as the fridge, the lights, the heating system, etc. On a broader scale, a smart city may benefit for its development and management from new IoT solutions that can handle thousands of sensors, ease their maintenance, recalibration and, more importantly, analyze the data that they produce.
In this article, we study today's IoT landscape with regard to the distribution of applications and services, as well as the platforms that connect the devices to the Internet. For the purposes of this paper, an IoT platform is defined as the middleware and the infrastructure that enables the end-users to interact with smart objects, as depicted in Fig. 1 . We frame our study as a gap analysis of these platforms with regard to their capacities in meeting the challenges emerging from M. Mineraud 1 . End-to-end interactions between users, smart devices and the platform the current development of the IoT technologies. In order to evaluate the limitations of the current IoT platform landscape and identify the gaps that need to be filled, we consider the viewpoints of different players of the IoT platform ecosystem, including device vendors, application developers, providers of platforms and related services, and the end-users. As a result of this evaluation, a set of recommendations aiming at filling in the identified gaps is proposed. The remainder of this article is organized as follows: Section II presents the review of a representative list of IoT platforms. This will be followed by Section III where a thorough gap analysis of the solutions is presented. In Section IV, we enumerate our recommendations for filling in the gaps outlined in the previous section. Finally, in Section V we will conclude this article.
II. REVIEW OF TODAY'S IOT PLATFORMS
In this section, we survey available IoT platforms, both proprietary and open-source, that provide connectivity from smart objects or things to the Internet. The list of the platforms being surveyed, along with further details about these platforms, can be found in [2] . The list of the surveyed platforms shall by no means be seen as exhaustive, though it is the authors' belief that a representative sample of the available platforms has been included in the survey. In Table I , Column a) enumerates the types of devices that are supported by the platform. Platforms that require a proprietary gateway to connect IoT devices are limiting tremendously their adoption by a large community of users. It also limits the reactivity of the platform to adopt new protocols and support an increasing number of IoT devices.
Column b) describes the type of the IoT platform. In most cases, the platforms are provisioned from a cloud, as shown in Fig. 1a , either in a form of a Platform-as-a-Service (PaaS) or a Sotfware-as-a-Service (SaaS). The PaaS refers to the platforms that provide cloud computing services for IoT devices and data. The services includes, but are not restricted to storage facilities, devices management, devices connectivity, backup mechanisms or online support. By contrast, SaaS focuses on the mashup of data using cloud computing capabilities. We added an additional Machine-to-Machine (M2M) tag if the platform targets primarily this part of the IoT [3] .
The type of architecture is shown in the Column c). While the independent deployments are usually centrally controlled (see Fig. 1b ), the decentralized deployments (LinkSmart TM or OpenIoT) include multiple subnetworks of sensing and actuating devices (referred to as sites in LinkSmart TM and hubs in OpenIoT) that are independently controlled.
Note that no color code is used for columns b) and c) as we believe that different types of platforms and architectures are needed in different deployment environments. For example, a decentralized PaaS, such as H.A.T., is ideal for a home environment, while a cloud-based solution like Xively is more appropriate for a large deployment of sensors and actuators (e.g., smart factory).
The table also includes information about the openness of the platforms, the availability of a Representational State Transfer (REST) API, as well as data access control and service discovery mechanisms. Only a few platforms do not have a REST API whereas service discovery mechanisms have only been integrated by a couple of platforms in a limited fashion. With respect to access control, the platforms have adopted different strategies. Throughout our evaluation, we noted four types of access granularity from the basic private or public choice (i.e., 2-level for MyRobots or Open.Sen.se) to a fine-grained access control where the data could be either private, protected, public or anonymous (i.e., 4-level for EveryAware). In our opinion, the latter is the only one providing sufficient control over the data for remote services.
Lastly, a number of open-source platforms are considered more promising as compared with the proprietary alternatives. First, the use of the open source is expected to enable faster integration of new IoT solutions across the application domains. Second, the use of the open source has been reported to speed up the adoption of a software technology in a bottom-up fashion. Finally, when seen from the social surplus perspective, the industry based on the open-source platforms has been found to provide a larger total welfare, as compared with the industry structures based on proprietary platforms [4] .
III. GAP ANALYSIS
In the previous section, we presented the characteristics of IoT platforms that are the most important to users and application developers. However, Table I does not highlight the missing functionalities of these platforms. Therefore, we present in this section a gap analysis that aims to evaluate the maturity of current solutions, while weighing their pros and cons. Then, we extend the gap analysis to dedicated IoT marketplaces that support the deployment of IoT applications and services.
A. Integration of sensor technologies
The essence of an IoT platform is to enable the connection of a multitude of heterogeneous sensing and actuating devices, having different constrains and capabilities, to the Internet. The current IoT solutions have addressed this issue differently. For example, the Axeda platform proposed a connection of sensors via a proprietary gateway (realTime.io which even requires the use of a proprietary transport protocol, ioDP), while the ThingWorx platform uses web sockets, MQTT or other communication protocols to interconnect devices to the platform. Some other platforms, such as the thing system or H.A.T. targets the integration of devices present in "smart homes" and "smart places" environments. Other platforms, such as Fosstrack, only enable one type of technology which, in the case of Fosstrack, is RFID.
It is essential that the research communities establish standardized protocols for all devices, as it is currently done for highly constrained devices by the IETF [5] . At present, constrained protocols are supported by OpenRemote (KNX, Z-Wave, X10, and more), LinkSmart TM (ZigBee), ARM mbed (previously Sensinode) (MQTT, CoAP), and OpenIoT; the others assume the use of relatively powerful devices capable of supporting traditional web protocols. It shall be noted that for some platforms, such as LinkSmart TM , the support for constrained devices protocols is implied, though the publicly available documentation is insufficient for judging the extent of such support. Meanwhile, SensorCloud TM , SkySpark or Tem-poDB require full-fledged HTTP end-point to upload the data, assuming powerful devices capable of supporting traditional web protocols and do no integrate device communication protocols to their solutions. Finally, IFTTT, which communicates with both device manufacturers and web service providers, "adjusts" to the vendors' needs (e.g., to the needs of Belkin) to extend the platform to new technologies.
An ideal solution for an IoT platform includes the accessibility of a pool of standardized communication protocols in which the device manufacturer may select the appropriate protocols (e.g., CoAP for constrained devices [6] ). In the case of passive devices (e.g., RFID-enabled) or constrained devices, the connectivity relies on a mediating gateway (see Fig. 1 ) that must be fully controlled by the platform user. This has been proposed by NinjaBlock, which provides open-source hardware and firmware for the gateway.
B. Data ownership
In our opinion, the enormous volume of data that would be generated by the devices in the IoT mandates the data management to be at the core of IoT paradigm, and it amplifies the need to maintain a certain degree of privacy and security [7] . Based on the information collected during our study of today's IoT platforms, the data ownership has been a major concern for all the platforms. For instance, the cloud-based platforms (e.g., Swarm) ensure that the data collected and stored by the platform remains the property of the customers. However, the full ownership of the data is rarely guaranteed. In most cases, the data is sent to the platform in a raw format, stored unencrypted and very little information is presented on the security measures taken to secure the data.
Only solutions, where the data is stored locally (e.g., H.A.T. or OpenRemote), truly offer full ownership of the data to the end-user. We suggest that future IoT solutions must have algorithms and mechanisms for the data's owner to give access only to a predefined set of the resources, and that the raw data must remain under control of the end-user. For instance, if the data owner is willing to archive data using a service offered by a PaaS, he must be able to encrypt the data or process it before sending it to the cloud.
The majority of the listed platforms requires the use of access keys or other access control mechanisms to get read or write permissions. The access rights are either determined by the end users of the devices, through a web interface (ThingSpeak, Nimbits), or are left for the application provider to define when implementing the applications (OpenRemote, Swarm, LinkSmart TM , Thing Broker). Furthermore, the Ev-eryAware platform provides access to public data feeds to anonymous users, who do not require access keys. Since too strict or too relaxed privacy settings do not provide enough control over the data, in future IoT solutions, fine-grained data visibility must be coupled to local storage functionalities to reattribute the ownership of the data to the users.
C. Data fusion and data sharing
IoT data can be large in terms of volume and the applications typically have real-time requirements. IoT data streams are unbounded sequences of time-varying data elements. Data could often be unreliable, incomplete, and have different qualities and out-of-order arrival problem, and communication loss [8] . Data is represented in different formats and various models. For example, it is a challenge to directly utilize lowlevel data provided by sensors with well-defined knowledge model.
As data is the core of the wealth produced by the IoT, mechanisms must be available to ensure the sharing and fusion of data streams from local and external data sources. Today's IoT solutions do not support, or support in a limited fashion, the fusion and sharing of data streams. Yet, it remains possible to combine multiple streams into a single application if one knows the URI to the desired sources of information, but this represents a technical challenge for application developers. The Ericsson IoT-Framework provides mechanisms to integrate virtual streams (e.g., from an external data sources) that can be combined with local streams for visualisation or statistical analysis and data predictions. Nevertheless, the data fusion and aggregation techniques available within the platform are still limited.
The principle of data fusion has already been applied to RSS feeds by the web service Yahoo! pipes TM 1 , which enables the aggregation, manipulation, mashup and fusion of RSS feeds into one. Hence, such mechanisms support the creation of innovative and enriched web content. We suggest that such 1 http://pipes.yahoo.com/pipes/ mechanisms should be integrated to IoT middleware systems to perform similar operations on data streams. The current gap is in processing these streams efficiently and handling different formats and models. Meanwhile, to cope with big IoT data, most IoT platforms shall have a high processing throughput. However, edge analytical (i.e., closer to where the data is being produced) solutions, such as cloudlets [9] , are now available for constrained deployments. We believe that future IoT platforms should include cloudlets-like technologies to enable local IoT networks to perform edge analytics. Edge analytics contributes to maximizing energy efficiency and reducing latencies. Finally, in order to find the relevant data streams that are available, these streams should be listed in dedicated catalogs where context information may be use to provide efficient discovery mechanisms. Semantic indexing can be used on these calatogs and other metadata available on the IoT devices [10] . The efficient processing IoT data from multiple external sources is still an open issue. From all the platforms reviewed in this article, only two (i.e., Xively and IoT-Framework) integrated a search mechanism for data streams. In the case of IoT-Framework, the search mechanism is performed through geolocalization, tagging or data types. However, the search was limited to the streams available on the platform. Recent research efforts have been invested towards this direction with HyperCat, a lightweight JSONbased URI catalog that references services provided by IoT platforms [11] .
D. Support of application developers
Today's IoT platforms almost all provide a public API to access the services provided by the platform. The most common API is based on RESTful principles, that allow common operations such as PUT, GET, PUSH or DELETE. These operations support the interaction with the connected devices on the platform, as well as the management of these devices. Only four of the studied platforms did not include a REST API for easing the development of web services (i.e. Fosstrack, LinkSmart TM , IFFT and OpenIoT), but use different interaction means. Nonetheless, the other platforms uses nonuniform REST APIs and data models which complicates the mashing up of data across multiple platforms (see Section III-C).
Many platforms also offer libraries, which are in some cases open source (e.g. AirVantage TM , Exosite, IoT-Framework or Xively), that are bindings for different programming languages to the REST API available on the platforms. However, these bindings libraries do not greatly improve the support to application developers in using the services provided by the platforms as they only include basic functionalities (e.g. connection to the platform with access keys). To some extent, some platforms such as ThingSpeak enable the creation of widgets written in Javascript, HTML and CSS that may be distributed on the platform to other users. Alternatively, the Axeda R and Carriots R platforms provide a full Software Development Kit (SDK) written in Groovy for application developers. We believe that this approach should be more An ecosystem of independent application developers, device manufacturers, and end-users all supporting the platform is needed for the demand for marketplace to appear and sustain
The marketplace functionality shall be provided by future IoT platforms generalized within IoT solutions to maximize usability of the services provided by the IoT platforms.
In addition to APIs, a Domain Specific Language (DSL) could be defined to simplify the development of IoT applications. For instance, primitives for querying the data stream catalogs, fusing and aggregating data should be available to the developers in order to speed up the process of developing cross-platform data-centric applications.
E. Toward IoT ecosystem formation
The success of an IoT platform is dependent on the existence of a business ecosystem of firms where buyers, suppliers and makers of related products or services, as well as their socio-economic environment, collectively provide a variety of applications, products, and services to the end-users of the IoT [12] . By offering a common set of assets, that are shared by the ecosystem members and are essential for their products and services, such platform shapes a core of its ecosystem.
To prosper, the platform, besides performing an essential IoT function or solving an essential IoT problem, should be easily expandable by the developers of the complementing products or applications based on it, and should provide them with incentives to innovate and contribute to the platform [13] . In other words, the platform shall attract the developers of addons and applications, thereby enabling a bottom-up formation of the ecosystem around it.
Today's IoT platforms claim to solve some of the essential problems of application developers, and are generally open for third-party application creators. However, only open-source platform can be expanded rapidly to cope with the emergence of new technologies. Proprietary platforms do not allow to add reusable components or add-ons to the platform (except recipes in IFTTT), and monetizing possibilities for platform complementers are absent or limited to integration services (e.g., OpenRemote).
The possibility of multi-platform brokerage has not been investigated in depth and the resulting IoT ecosystem represents a multitude of fragmented IoT vertical silos. In order to allow to treat the IoT domains as a single converging ecosystem that provides innovative products and services and permits an economy of scale, an IoT platform broker is needed. Such a broker will facilitate the sharing of applications and services across space and time, and across platformspecific IoT sub-ecosystems. This vision of new IoT ecosystem formation is shared by the Terra Swarm Research Center for the TerraSwarm operating system and by the Technology Strategy Board 2 with the specification of HyperCat to solve interoperability issues amongst IoT solutions.
F. Dedicated IoT marketplaces
Software application marketplaces are aimed at facilitating the discovery, purchase, and distribution of the applications. These marketplaces can be exemplified with hardware-specific and centrally-controlled solutions, such as Apple App Store or Google Play, or hardware-agnostic marketplaces, such as Good, Handster, Nexva, and SlideMe. The availability of such marketplaces is crucial for the dissemination of software innovations in general, and IoT innovations in particular [14] .
These marketplaces address the needs of the application providers and users, on the one hand, and the needs of the platform vendors and platform operators, on the other hand. However, the traditional application stores seem to have limitations as far as IoT applications are concerned. Namely, to the best of our knowledge, none of the contemporary application stores support the delivery of purchased software to the connected devices other than the mobile terminals (e.g., smartphones, tablets, etc.) supported by the platform. Among IoT platforms, only some (IFTTT) allow the applications to be publicly shared, and only some (Axeda R , OpenIoT) enable the (usage-based) charging of the end users of these applications. Moreover, IoT applications are relying primarily on data. This justifies the need for the development of new marketplaces for IoT specific applications and data catalogs.
The Windows Azure Data Market 3 platform provides an example of a successful business model that could emerge from IoT data. For instance, the platform allows businesses to publish data streams to the platform in order to make them available to a large number of application developers. The platform offers the possibility of charging for the data consumption either by a time-defined subscription or by the amount of data to be consumed. The platform also allows to publish data streams free of charge. The catalogs of data sources published on the platform is also browsable. We believe that the development of IoT dedicated platforms, similar to the Windows Azure Data Market, is a requisite to the sustainability of IoT solutions. These platforms should include authentication, billing, accounting, as well as catalogs for IoT data and applications. These platforms could also be extended with an additional catalog for communication protocols (platform-specific) and for IoT devices/components to provide a complete solution for the IoT users.
IV. RECOMMENDATIONS FOR THE DEVELOPMENT OF IOT MIDDLEWARE
In the previous section, we evaluated the current IoT platform landscape with a thorough gap analysis that is summarized in Table II . Numerous gaps have been identified, and thus we present in this article a list of recommendations for short-term (easier implementation) and long-term (harder implementation) perspectives to fill in these gaps.
In the short-term perspective, the development of a basic IoT marketplace, that serves as a repository for data streams and applications, should boost tremendously the ability of the IoT landscape to fill partially in some of the gaps. For instance, the immediate benefits would be: From the viewpoint of middleware solutions, fine-grained access control must be implemented first to re-provision the user with the full ownership of his data. SDKs should be provided to application developers to facilitate the creation of the applications based on the platform.
In the long-term perspective, the marketplace would drive the uniformity for the REST APIs and the data models. It would also contribute to the standardization of popular communication protocols as IoT device manufacturers will be encouraged to comply to these open standards in order to improve their visibility on the marketplace. The accounting and billing functionalities must be implemented next to strengthen ecosystems and permit a large scale economy. Additionally, efficient search engines for data streams must be developed to maximize the quality of services of IoT applications. From the viewpoint of the middleware solutions, the development of a cross-platform DSL would provide massive support to application developers. Moreover, performing edge analytics would promote the latency and energy efficiency of IoT devices. A representation of the interactions made possible by the IoT marketplace in the long-term perspective is shown in Fig. 2 . The marketplace plays a central role in connecting IoT actors and thus, allowing cross-domain applications for the IoT.
V. CONCLUSIONS In this article, we have evaluated a number of available IoT platforms, both proprietary and open-source, that provide a representative sample of the IoT platform landscape. The IoT platforms were evaluated via a gap analysis that outlined their capability to (i) support the integration of heterogeneous hardware, (ii) provide sufficient data management mechanisms, (iii) support application developers, (iv) support the formation of ecosystems, as well as (v) provide the dedicated marketplaces to the IoT. Collectively, these capabilities reflect the needs of different players of the emerging IoT ecosystem, including device vendors, application developers, providers of platforms and related services, and the end users.
Based on the results of the gap analysis, a list of recommendations, both for short and long term perspectives, was compiled. These recommendations are aimed at filling in the identified gaps in contemporary IoT platforms and include, among others, the development of a dedicated IoT marketplace, the availability of SDKs and open APIs, and the possibility to analyze data locally, flexibly control its access, as well as providing data fusion and sharing mechanisms.
